Identify and remediate Web application
vulnerabilities to help enhance security

IBM Rational AppScan Standard Edition
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Standard (PCI DSS) by providing
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• IBM Rational AppScan eXtensions
Framework is a flexible framework
that can help users load software
add-ons to extend the functionality
of Rational AppScan Standard
Edition. The framework helps open
up Rational AppScan Standard
Edition, enabling users to customize
and enhance existing functionality
to fit their own processes, automate
in-house activities and receive a
large number of additional features
and functionality by downloading
open source extensions from the
Rational AppScan eXtensions
community portal (ibm.com/
IBM Rational AppScan Standard Edition can help users quickly identify, understand and fix critical
Web vulnerabilities.

developerworks/rational/downloads/
08/appscan_ext_framework).
• The Pyscan Web application security
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vulnerability testing in your environment.

performing a manual audit. Rational

utilizes a scalable enterprise architecture that provides role-based reporting
access and aggregates scan data
from multiple instances of IBM Rational
AppScan Standard Edition. By providing in-depth, yet easy-to-understand
dashboards and flexible reporting
views, the Rational AppScan Reporting
Console provides enterprise-wide
visibility into risks and continuous
updates on remediation progress.

• IBM Rational AppScan software
development kit (SDK) offers a powerful set of interfaces that enable
customizable invocation of each
action in Rational AppScan Standard
Edition, from the execution of a
long scan to the submission of an
individual custom test. This platform enables easy integrations
into existing systems, supports
advanced custom uses of the
Rational AppScan engine and provides the foundation for the Rational
AppScan eXtensions Framework
and Pyscan.
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AppScan Standard Edition advanced
session management capabilities
can be used to establish and
maintain login state, and an easily
accessible repository of scanned
application data and powerful
reporting abilities is readily available.
Pyscan can dramatically increase the
efficiency of the manual portion of an
audit without eliminating the irreplaceable expertise of the auditor.

IBM Rational AppScan Standard Edition system requirements
Processor
Intel® Pentium® P4 processor, 2.4GHz
Memory
1GB RAM
Free disk space
10GB
Network
One network interface controller (NIC) with 100Mbps
Operating system
• Microsoft® Windows® XP Professional edition, Service Pack 2 (SP2) and SP3
• Microsoft Windows Vista Ultimate and Enterprise editions, SP2
• Microsoft Windows 2003 Enterprise edition, SP2
Web browser
Microsoft Internet Explorer 6.0 or higher
Integrated development environment
Microsoft .NET Framework, version 2.0 (version 3.0 recommended), SP1
Flash Player
Adobe Flash Player, version 9.0.124.0 or higher

For more information
To learn more about IBM Rational AppScan Standard Edition software, contact
your IBM representative or IBM Business Partner, or visit:
ibm.com/software/awdtools/appscan/standard
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